
APEX: Governed 
Enterprise AI Gateway

Safely enabling enterprise AI capabilities through policy, 
identity, audit, and zero-trust enforcement.



The Problem
Uncontrolled AI Capability Access Is Becoming Enterprise Risk

References: TechCrunch (May 2023), CVE-2025-68143/68144/68145 (Cyata, Jan 2026),
EU AI Act Art. 99 (Reg. 2024/1689, as amended by the Digital Omnibus, 8 Jul 2026), Cisco State of AI Security 2026

Note: Enterprise risk problem exists for MCP, AI 
agents, APIs, copilots, workflows, and AI tooling



Real-World 
Examples of 
the Problem 
Set



It is not one MCP server. It is every AI surface.
MCP is the newest capability source, not the only one. Governance scoped to a single class covers almost nothing.

Embedded copilots

Every Office, Teams, Outlook, and Excel seat. 
Deployed by licence, not by project.

Agents and orchestrators

Multi-step, autonomous, and able to call one 
another without a human in the loop.

MCP servers and connectors

Tool registries wiring models directly into 
systems of record.

SaaS AI features

CRM, ITSM, HR, and ERP vendors shipping AI into 
products you already own.

Developer tooling

Code assistants with repository, pipeline, and 
secret-store access.

Browser and endpoint AI

Extensions and assistants that read whatever is 
on the authenticated screen.

API and RPA integrations

Automation that now routes decisions through a 
model.

Shadow AI

Unsanctioned tools on personal accounts. 
Invisible to every control above.

Each row above is a capability source. Every one of them can be handed enterprise credentials, and most arrive without a security review because they ship 
inside something already approved.

The governance consequence

A control that sits inside any one of these classes cannot see the others. The only place that sees all of them is the boundary they must cross to reach data.

APEX registers capability sources regardless of class. An unregistered source is denied by default, whatever shipped it.



Copilot did not add a tool. It added a surface to every desk.
Which splits the problem in two. How often something hostile arrives, and how far it gets once it does.

1  ·  ARRIVAL IS A VOLUME PROBLEM

You cannot inventory your way out of this one.

Deployed by licence, not by project.

Copilot arrives in Word, Excel, Outlook, Teams and PowerPoint on every seat that has the SKU. 
Nobody filed a project request.

Everything it reads is a potential instruction.

Documents, email bodies, calendar invitations, shared files, web pages. Injection is text, and text is 
the input.

At enterprise volume, arrival is a rate.

The question stops being whether hostile instructions ever reach a model and becomes how often, 
and who is holding the session when they do.

2  ·  BLAST RADIUS IS A DESIGN PROBLEM

A copilot runs as the user. Its reach is that user's 
entitlements.

So the aggregate reach of per-seat AI is the union of what every employee can already 
open. AI did not create the over-permissioning. It made it queryable in plain language.

And chains extend it further

Surface types (N) Resources (R) Within 3 hops

8 20 8,000

25 60 865,500
N counts capability types, not seats. Seats multiply arrival, not paths.

Only one of these two has a technical fix

You cannot stop hostile text from arriving, and any vendor promising that is selling you something. What you can decide is what a model is permitted to do the moment it believes it. 
That decision has to live somewhere every call crosses.

Path figures are an illustrative ceiling, not measured data: N·R + N(N-1)·R + N(N-1)(N-2)·R, capped at three hops for legibility. The unconstrained ceiling is orders of magnitude higher. Exact figures depend on how permissive the topology 
is; the shape of the curve does not.



Why NOW?
Four pressures converging in 2026
AI capability access went from research curiosity to enterprise-wide risk in eighteen months.

MCP proliferation Nov 2024 → today

Model Context Protocol went from launch to industry standard in 18 months. Microsoft, OpenAI, 
Google, AWS, and dozens of dev tools now support it.

Documented incidents are now monthly Q1 2026

Three CVEs in Anthropic's own Git MCP server (Jan 2026). Gemini hijacked through calendar 
invitations. Copilot session hijacking via Reprompt attack.

EU AI Act: the clock moved, the obligation did not Aug 2, 2026

Digital Omnibus signed 8 July 2026. High-risk deferred to Dec 2027 and Aug 2028. Article 50 
transparency still applies 2 Aug 2026. Penalties reach €35M or 7% of turnover.

Boards are asking, CISOs are unprepared Cisco 2026

Most enterprises plan to deploy agentic AI, while only 29% report being prepared to secure those 
deployments.

The window

Capability is here. Incidents are public. The high-risk deferral is runway, not relief. Enterprises will 
build governance inside this window or retrofit it under deadline.

Sources: Cyata (Jan 2026), CVE-2025-68143/68144/68145. Regulation (EU) 2024/1689 as amended by the Digital Omnibus, signed 8 July 2026. Cisco 
State of AI Security 2026.



The APEX Architecture



Governance Layers



Default 
Deny

APEX Security Model
✓ Unregistered Servers DENIED
✓ Unapproved Tools DENIED
✓ NO direct credentials
✓ Managed identity ONLY
✓ Audit MANDATORY
✓ Least privilege ENFORCED



Approved Vs Rogue 
Server



Entitlement Matrix

User SQL Blob Outlook Web

FinanceBot read read internal-only none

SalesAgent read none external email approved domains

RogueServer denied denied denied denied



APEX In Action



Screenshots



Enterprise Value



Contact



What happens next.
Three ways in, with three different levels of commitment. Most teams start with the first.

01

Technical briefing

60 minutes   ·   No cost

Architecture, threat model, and the five governance 
layers, walked through with your security team. You 
leave with a view of your own capability surface.

02

Live controls walkthrough

Roughly 10 minutes   ·   No cost

Watch security-trimmed retrieval, the DLP boundary, 
and deterministic data access run against a working 
source. Including the audit records you would hand an 
examiner.

03

Governance assessment

2 to 3 weeks   ·   Fixed fee

Capability surface map, governance gap analysis, the 
top workflows ranked by value against risk, and a 30-
day pilot scope with defined success criteria.

The ask

Book the briefing. Bring whoever owns security review, because they are the person this is built for.
opschainai.com

Paul Hasselbring
Founder & Principal Architect  ·  NPM Technologies  ·  Fort Lauderdale, FL

paulh@npmit.com    ·    (855) 676-8324    ·    linkedin.com/in/paulhasselbring
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